1. snort-w[image: image1.png]C:\>cd\snortibin

IC:\Snort\bin>snort -w
snort: option Tequires an argument

i

o > Snort! Ge=

o’ )" Version 2.9.20-WIN64 GRE (Build 82)
>>’” By Martin Roesch & The Snort Team: http://wm. snort. org/contactétean
Copyright (C) 2014-2022 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using PCRE version: 8.10 2010-06-25

l Using ZLIB version: 1.2.11

USAGE: snort [-optieons] <filter options>
snort /SERVICE /INSTALL [-options] <filter options>
snort /SERVICE /UNINSTALL
snort /SERVICE /SHOV

Options:
A Set alert mode: fast, full, conscle, test or none (alert file alerts only)

Log packets in tcpdump format (mich faster!)
B auts MR I Hai t A packet dumps using CIDR mask
& Guilezp e il il il
Print out payloads with character data only (no hex)
d Dump the Application Layer
Display the second layer header info
Log alert messages to NT Eventlog. (¥in32 only)
Turn off fflush() calls after binary log writes



2.snort -v -I 4[image: image2.png]ARNING: No preprocessors configured for policy O.
4/22-11:06:08. 327304 146, 75. 115. 19:443 -> 192, 168. 1. 80:53619

CP TTL:54 TOS:0x0 ID:63983 Iplen:20 Denlen:1476 DR

ekikirk Seq: 0xEDAGTDB4 Ack: OxCEES7EE4 Win: 0x11E Teplen: 20

= i i St

smimimizt

4/22-11:
°P TTL:64 T05:0x0 ID:63924 Iplen:20 Denlen:40 DF
: 0x100F Tepl

:08. 327338 192, 168. 1. 80:53619 -> 146, 75. 115. 19:443




3.snort -vd -I 4

[image: image3.png]WARNING: No preprocessors configured for policy O,
04/22-11:06:41. 001069 192, 168. 1.54:50822 -> 224. 0. 0. 252:5355
TOS:0x0 ID:33180 IpLen:20 Denlen:61

=t=4z4=

=t=4z4=

=t=4z4=

WARNING: No preprocessors configured for policy O,
04/22-11:06:41. 001671 192, 168. 1.54:5353 -> 224.0.0.251:5353
TOS:0x0 ID:60383 IpLen:20 Denle:




4.snort -vde -I 4
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[image: image5.png]WARNING: No preprocessors configured for policy 0.
04/22-11:07:21. 434776 192. 168. 1. 11:5353 -> 224.0.0.251:5353
JUDP TTL:1 TOS:0x0 ID:18612 IpLen:20 Dgnlen:67
Len: 39

00 00 00 00 00 01 00 00 00 00 00 00 OF 64 65 73 .
6B 74 6F 70 2D 68 G1 6F 72 6C 35 6F 05 G 6F 63 ktop
61 6C 00 00 1C 00 01 al.....

SIS

=t=4z4=

WARNING: No preprocessors configured for policy 0.

04/22-11:07:21. 434866 £e80:0000:0000:0000:b61c:5b78:£0b8:eeBe:5353 -> ££02:0000:0000:0000:0000:0000:0000:00£b:5353
UDP TTL:1 TOS:0x0 ID:0 IpLen:40 Dgnlen:87

Len: 39

00 00 00 00 00 01 00 00 00 00 00 00 OF G4 65 73 .. .. des

68 74 6F 70 2D 68 61 6F 72 6C 35 6F 05 6C 6F 63 ktop-hacrlSo. loc

61 6C 00 00 1C 00 01 al.....




5. snort -de -l d:snort\log -i 4 -K ASCII[image: image6.png]ASCIT



[image: image7.png]&=

R

£

s
Eid

v 4[> bR > AEE(C) > Snort > log > 19216817

EE
+ T
b
EE
] Burpsuite V202
~ S 0)
RE=—"T
T

»
»
»
»

~oER

[] UDP_137-137.ids
[71 upp_5353-5353.ids.

BHAS

2026/4/22 11114
2026/4/22 11114

B~

1DS 2t
1DS 2t

lehsicz =T

E

ke
ke

v O | E19216817 FEE



[image: image8.png]IC:\Snort\bin>snort -de -1 C:\Snort\log -i 4 -K ASCIT
Funning in packet logging mode

= Initializing Snort =
[nitializing Output Plugins!

Loz directory = C:\Snort\log
[pcap DAQ configured to passive.
[The DAQ version does not support reload,

lAcquiring network traffic from “\Device\NPF_(6D28C383-C2B2-4EFC-8D72-109D25AQ77TE] “.
Decoding Ethernet

= Initialization Complete =

> Snort! <k
o’ )" Version 2.9.20-WIN64 GRE (Build 82)

By Martin Roesch & The Snort Team: http://ww. snort. org/contactitean
Copyright (C) 2014-2022 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using PCRE version: 8.10 2010-06-25

Using ZLIB version: 1.2.11

[Commencing packet processing (pid=13428)
JVARNING: No preprocessors confizured for palicy 0.

JVARNING: No preprocessors confizured for palicy 0.

JVARNING: No preprocessors confizured for palicy 0.

[ERROR: OpenLogFile() => mkdir (C:\Snort\loa/£e80:0000:0000:0000:5451:0c81:a12d elbe) log directory: Invalid argument
[Fatal Error, Quitting..

ISnort is shutting down other threads, exit wval




6. snort -l C:\Snort\log -b -i 4[image: image9.png]
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S st
ARNING: No preprocessors configured for palicy 0.
14/22-11:07:22. 264360 192. 168, 1. 76:5353 -> 2240, 0. 251:5353

DP TIL:
en: 39
0 00 00 00 00 01 00 00 00 00 00 00 OF 64 65 73

T0S:0x0 ID:12912 IpLen:20 Denlen:67

. .. des
B 74 6F 70 2D 68 61 6F 72 6C 35 6F 05 6C 6F 63 ktop-hacrlbo. loc
1 6C 00 00 01 00 01 al.....

S

=t=4z4=

=t=4z4=

: No preprocessors configured for policy 0.
07:22, 264360 £e80:0000:0000:0000: 8bd3:bede:b7£1:2dd6:5353 —> ££02:0000:0000:0000:0000:0000:0000:00£b:5353
T0S:0x0 ID:0 Iplen:40 Denlen:87

00 00 01 00 00 00 00 00 00 OF 64 65 73 . des
70 2D 68 61 6F 72 6C 35 6F 05 &C 6F 63 ktop - loc
00 01 00 01 al.....

=t=4z4= =t=4z4=




7.snort -de -r C:\Snort\log\snort\log.17768278767.[image: image11.png]C:\Snort\loz\snor

\Snort\bin>snort

oz, 177682787
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preprocessors configured for policy 0.
:57. 637964 00:E0:70:DD:35:CE -> 33:33:00:01:00:03 type:0x86DD len:0xSF

£650:0000: 0000} 0000: 0875 78¢6: 8474:2703:54005 ~> £202:0000:0000:0000:0000:0000:0001:0003:5355 UDP TTL:1 T0S:0%0 1D:0 IpL}
en:40 Denlen:81

Len: 33

[6C C4 00 00 00 01 00 00 00 00 00 00 OF 64 65 73 1..

des

6B 74 6F 70 2D 68 G1 6F 72 6C 35 6F 00 00 01 00 kLDp haoribo. .

Vo preprocessors configured for policy 0.
17:57. 637964 00:E0:70:DD:35:CE -> 33:33:00:01:00:03 type:0x86DD Len:0x5F
£280:0000:0000: 0000 0875: 78¢6:8474:2703:54398 -> ££02:0000:0000:0000:0000:0000:0001:0003:5355 UDP TTL:1 TOS:0x0 ID:0 IpL|

IF6 77 00 00 00 01 00 00 00 00 00 00 OF 64 65 73 .w..
6B 74 6F 70 2D 68 61 6F 72 6C 35 6F 00 00 1C 00 kLDp haoribo. .
01

des




8. >snort -c C:\Snort\etc\snort.conf -l C:\Snort\log -i 4 -T[image: image13.png][C:\Snort\bindsnort -c C:\Snort\etc\enort. conf -1 C:\Snort\log -i 4 -T
[Funning in Test mode

= Initializing Snort
[nitializing Output Plugins!
[nitializing Preprocessors!
[nitializing Plug-ins!
[Parsing Fules file “C:\Snort\etc\snort. cont”
[PortVar "HITP_PORTS' defined : [ 80:81 311 383 501 503 001 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4843
5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300
3800 8388 8399 0000 9060 5080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]
PortVar ” SHELLCODE_PORTS' defined : [ 0:79 81:65535 ]
[PortVar ' ORACLE_PORTS’ defined : [ 1024:65535 ]
[PortVar  SSH PORTS’ defined : [ 22 ]
[PortVar ' FTP_PORTS’ defined : [ 21 2100 3535 ]
[PortVar  SIP_PORTS’ defined : [ 5060:5061 5600 ]
[PortVar *FILE_DATA PORTS' defined : [ 80:81 110 143 311 383 501 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 37]
02 4343 4848 5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8023 8080 8085 8088 8090 8118 8123 8180:8181 82)
43 8280 8300 8300 8388 8899 0000 0060 B0Z0 5080:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]
[PortVar *GTP_PORTS' defined : [ 2123 2152 3386 ]
Detection:

Search-llethod = AC-Full-Q

Split Any/Any group = enabled

Search-llethod-Optimizations = enabled

Naximm pattern length = 20
ERROR: C:\Snort\etc\snort. conf (247) Could not stat dynamic module path “/usr/local/lib/snort_dynamicpreprocessor/”: No ]
uch file or directory.




9. snort -c C:\Snort\etc\snort.conf -l d:\snort\log -i 4 -A console[image: image14.png][C:\Snort\bin>snort ¢ C:\Snort\etcsnort. conf -1 d:\snort\log -i 4 -A console

[Funning in IDS mode

= Initializing Snort
[nitializing Output Plugins!
[nitializing Preprocessors!
[nitializing Plug-ins!
[Parsing Fules file “C:\Snort\etc\snort. cont”
[PortVar "HITP_PORTS' defined : [ 80:81 311 383 501 503 001 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4843
5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300
3800 8388 8399 0000 9060 5080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]
PortVar ” SHELLCODE_PORTS' defined : [ 0:79 81:65535 ]
[PortVar ' ORACLE_PORTS’ defined : [ 1024:65535 ]
[PortVar  SSH PORTS’ defined : [ 22 ]
[PortVar ' FTP_PORTS’ defined : [ 21 2100 3535 ]
[PortVar  SIP_PORTS’ defined : [ 5060:5061 5600 ]
[PortVar *FILE_DATA PORTS' defined : [ 80:81 110 143 311 383 501 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 37]
02 4343 4848 5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8023 8080 8085 8088 8090 8118 8123 8180:8181 82)
43 8280 8300 8300 8388 8899 0000 0060 B0Z0 5080:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]
[PortVar *GTP_PORTS' defined : [ 2123 2152 3386 ]
Detection:

Search-llethod = AC-Full-Q

Split Any/Any group = enabled

Search-llethod-Optimizations = enabled

Naximm pattern length = 20
ERROR: C:\Snort\etc\snort. conf (247) Could not stat dynamic module path “/usr/local/lib/snort_dynamicpreprocessor/”: No ]
uch file or directory.




10.ping 8.8.8.8
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11. snort -c C:\Snort\etc\snort.conf -l d:\snort\log -i 4 -A fast[image: image16.png]
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[image: image18.png][C:\Snort\bin>snort -c C:\Snort\etc\snort. conf -1 d:\snort\log ~i 4 -A fast
[Funning in IDS mode

Initializing Snort

Initializing Output Plugins!

Initializing Preprocessors!

[Initializing Plug-ins!

Parsing Rules file “C:\Snort\etc\snort. cont”

[Por tVar *HITP_PORTS’ defined : [ 80:81 311 383 591 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4843

5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8083 8090 8118 8123 8180:8181 8243 8280 8300

2800 8283 8899 9000 9060 9080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555

[FortVar * SHELLCODE_FORTS' defined ; [ 0:79 81:65535 ]

[PortVar *ORACLE_PORTS’ defined : [ 1024165535 ]

[PortVar *SSH PORTS’ defined : [ 22 ]

[PortVar *FTP_PORTS) defined : [ 21 2100 3535 ]

PortVar *SIF_PORTS’ defined : [ 5060:5061 5600 ]

IPortVar *FILE_DATA PORTS defined : [ 80:81 110 143 311 383 591 593 001 1220 1414 1741 1830 2301 2381 2809 3037 3128 3

02 4343 4848 65250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 B0BO 8085 8088 8090 8118 8123 8180:8181 8:

43 8280 8300 8800 8888 8899 9000 9060 9080 9090:3091 9443 9999 11371 34443:34444 41080 50002 55555 1

FortVar *GTP_PORTS’ defined : [ 2123 2152 3386 ]

Detectio
Search-llethod = AC-Ful1-Q
Split Any/Any growp = enabled
Search-lethod-Optimizations = enabled
Maximm pattern length = 20
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normalize ports { 23 } \
detect_anomalies

preprocessor fip_telnst protocol: ftp server default \
def_max_param_len 100 \
ports { 21 2100 3535 } \
telnet_cmds yes \
ignore telnet_erase_cmds yes \

fop_cmds ¢
fop_cnds

fop_cnds
fop_cnds
fop_cnds
fop_cnds
fop_cnds
fop_cnds
fop_cnds
fop_cmds ¢

alt_max_paran len 200

ABOR ACCT ADAT ALLO APPE AUTH CCC CDUP } \
CEL CLNT CMD CONF CWD DELE ENC EPRT } \

EPSV ESTA ESTP FEAT HELP LANG LIST LPRT } \
LPSV MACB MAIL MDTM MIC MKD MLSD MLST } \

MODE NLST NOOP OPTS PASS PASV PBSZ BORT } \
BROT PWD QUIT REIN REST RETR RMD RNFR } \

RNTO SDUP SITE SIZE SMNT STAT STOR STOU } \
STRU SYST TEST TYPE USZR XCUP XCRC XCWD } \
MAS DS XMKD XPWD XRCP XRMD XRSQ XSEM } \

XSEN XSHAL XSHA256 } \
alt_max_param len 0 ¢ ABOR CCC CDUP ESTA FEAT LBSV
¢ ALLO APPE CMD HELP NLST RETR RNFR STOR STOU XMKD } \

alt_max_param len 256 { CWD RNTO } \
alt_max_param len 400 ¢ BORT } \
alt_max_param len 512 ¢ SIZE } \

cnk_str_fmc
cnk_str_fmc
cnk_str_fmc
cnk_str_fmc
cnk_str_fmc
cnk_str_fmc
cnk_str_fmc
cnk_str_fmc

ACCT ADAT ALLO APPE AUTH CEL CLNT CMD } \
CONF CWD DELE ENC EPRT EPSV ESTP HELP } \
LANG LIST LPRT MACB MAIL MDTM MIC MKD } \
MLSD MLST MODE NLST OPTS PASS PBSZ BORT } \
PROT REST RETR RMD RNFR RNTO SDUP SITE } \
SIZE SUNT STAT STOR STRU TEST TYPE USER } \
HCRC XCWD YMAS XMDS XMKD XRCP XRMD XRSQ } \
XSEM XSEN XSHAL XSHA256 } \

cmd_valldity ALLO < int [ char R int ] >\
T e EDEU ot emee o e m ame b

NOOP PASV PWD QUIT REIN STOU SYST XCUP XPWD } \

"



12.snort -c C:\Snort\etc\snort.conf -l d:\snort\log -i 4[image: image20.png]IC:\Snort\bindsnort - C:\Snort\etc\enort. conf -1 d:\snort\log -i 4
[Funning in IDS mode

= Initializing Snort
[nitializing Output Plugins!
[nitializing Preprocessors!
[nitializing Plug-ins!

[Parsing Fules file “C:\Snort\etc\snort. cont”

[PortVar "HITP_PORTS' defined : [ 80:81 311 383 501 503 001 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4843
5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300
3800 8388 8399 0000 9060 5080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]

PortVar ” SHELLCODE_PORTS' defined : [ 0:79 81:65535 ]

[PortVar ' ORACLE_PORTS’ defined : [ 1024:65535 ]

[PortVar  SSH PORTS’ defined : [ 22 ]

[PortVar ' FTP_PORTS’ defined : [ 21 2100 3535 ]

[PortVar  SIP_PORTS’ defined : [ 5060:5061 5600 ]

[PortVar *FILE_DATA PORTS' defined : [ 80:81 110 143 311 383 501 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 37]
02 4343 4848 5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8023 8080 8085 8088 8090 8118 8123 8180:8181 82)
43 8280 8300 8300 8388 8899 0000 0060 B0Z0 5080:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]

[PortVar *GTP_PORTS' defined : [ 2123 2152 3386 ]

Search-liethod = AC-Full-Q




[image: image21.png]IC:\Snort\bindsnort - C:\Snort\etc\enort. conf -1 d:\snort\log -i 4
[Funning in IDS mode

= Initializing Snort
[nitializing Output Plugins!
[nitializing Preprocessors!
[nitializing Plug-ins!

[Parsing Fules file “C:\Snort\etc\snort. cont”

[PortVar "HITP_PORTS' defined : [ 80:81 311 383 501 503 001 1220 1414 1741 1830 2301 2381 2809 3037 3128 3702 4343 4843
5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8028 8080 8085 8088 8090 8118 8123 8180:8181 8243 8280 8300
3800 8388 8399 0000 9060 5080 9090:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]

PortVar ” SHELLCODE_PORTS' defined : [ 0:79 81:65535 ]

[PortVar ' ORACLE_PORTS’ defined : [ 1024:65535 ]

[PortVar  SSH PORTS’ defined : [ 22 ]

[PortVar ' FTP_PORTS’ defined : [ 21 2100 3535 ]

[PortVar  SIP_PORTS’ defined : [ 5060:5061 5600 ]

[PortVar *FILE_DATA PORTS' defined : [ 80:81 110 143 311 383 501 593 901 1220 1414 1741 1830 2301 2381 2809 3037 3128 37]
02 4343 4848 5250 6988 7000:7001 7144:7145 7510 7777 7779 8000 8008 8014 8023 8080 8085 8088 8090 8118 8123 8180:8181 82)
43 8280 8300 8300 8388 8899 0000 0060 B0Z0 5080:9091 9443 9999 11371 34443:34444 41080 50002 55555 ]

[PortVar *GTP_PORTS' defined : [ 2123 2152 3386 ]

Search-liethod = AC-Full-Q
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