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o Tine Source Destination Frotoeol Length Tnfo
936 41.404303 fa:16:3e:e7: Broadcast ARP 60 Who has 11.11.0.1722 Tell 11.11.0.1
937 41.942047 fa:16:3e:e7: Broadcast ARP 60 Who has 11.11.8.362 Tell 11.11.8.1
938 42.405594 fa:16:3e:e7: Broadcast ARP 60 Who has 11.11.0.1722 Tell 11.11.0.1
939 42.842727 11.11.0.33 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @xd8e2a@38
940 42.850131 11.11.0.33 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
941 42.943334 fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.8.362 Tell 11.11.8.1
942 43.048672 11.11.0.136 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
943 43.407810 fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.0.1722 Tell 11.11.0.1
944 43.594118 11.11.0.33 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
945 43.796934 11.11.0.136 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
946 43.945459 fa:16:3e:e7:3: Broadcast ARP 60 Who has 11.11.8.362 Tell 11.11.8.1
947 44.344654 11.11.0.33 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
948 44.433512 fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.0.1722 Tell 11.11.0.1
949 44.547012 11.11.0.136 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
950 45.0930229 fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.0.362 Tell 11.11.8.1
951 45.210951 11.11.0.35 255.255.255. DHCP 342 DHCP Inform - Transaction ID @x9@f26596
952 45.215592 11.11.0.35 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
953 45.329079 11.11.0.136 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
954 45.435575 fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.0.1722 Tell 11.11.0.1
955 45.952291 11.11.0.35 11.11.0.255 NBNS 92 Name query NB WPAD<@@>
956 46.031447 fa:16:3e:e7:33:77 Broadcast ARP 60 Who has 11.11.8.362 Tell 11.11.8.1
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> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (48 bits) on interface \Device\NPF_{901AA1F5-6C51-4C6C-B1ES-3C4B5D8
> Ethernet TI, Src: fa:16:3:80:79:22 (fa:16:3e:80:79:22), Dst: Broadcast (FF:ff:ff:ff:ff:ff)
> Address Resolution Protocol (request)
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Destination Protocol Length Info
963 47.033520 :16:3e: 8 Broadcast ARP 60 Who has 11.11.6.36? Tell 11.11.0.1
964 47.212898  11.11.0.74 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
965 47.549153  11.11.0.31 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
966 47.622264  fa:16:3e 8 Broadcast ARP 60 Who has 11.11.6.1722 Tell 11.11.0.1
967 47.957148  11.11.0.74 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
968 48.205792  11.11.0.31 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
969 48.363768  fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.6.362 Tell 11.11.0.1
970 48.623340  fa:16:3e Broadcast ARP 60 Who has 11.11.6.1722 Tell 11.11.0.1
97149.045289  11.11.0.31 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
972 49.227404  11.11.0.135 255.255.255. DHCP 342 DHCP Inform - Transaction ID @xdb788c9a
97349.234258  11.11.0.135 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
97449.365321  fa:16:3e Broadcast ARP 60 Who has 11.11.6.362 Tell 11.11.0.1
97549.625545  fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.6.1722 Tell 11.11.0.1
976 49.97097, 11.11.0.135 11.11.0.255 NENS 92 Neme query NB WPAD<@0>
977 50.36734" fa:16:3e Broadcast ARP 60 Who has 11.11.6.362 Tell 11.11.0.1
978 50.722979  11.11.0.135 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
979 50.919588  fa:16:3e 8 Broadcast ARP 60 Who has 11.11.6.1722 Tell 11.11.0.1
989 51.103184  11.11.0.166 255.255.255. DHCP 342 DHCP Inform - Transaction ID @xf4afddc9
98151.109648  11.11.0.166 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
982 51.667991  fa:16:3e:e7:33: Broadcast ARP 60 Who has 11.11.6.36? Tell 11.11.0.1
983 51.744266  11.11.0.61 11.11.0.255 NBNS 92 Neme query NB WPAD<@0>
i v
Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{991AATF5-6C51-4C6C-B1ES-3Ce4B5DY
Ethernet TI, Src: fa:16:3:80:79:22 (fa:16:3e:80:79:22), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)
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[image: image3.png]Tid | > Frame 930: 68 bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface \Device\NPF_{9|
36| | » Ethernet II, Src: fa:16:3e:e7:33:77 (fa:16:3e:e7:33:77), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
37| | » Address Resolution Protocol (request)
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o Tine Source Destination Protozel Length Info -
C 1 0.000000 fet 18d3:¢5d7:79b... ffe: SSDP 208 M-SEARCH * HTTP/1.1 (I
i 30.919558 192.168.4.23 114.114.114.114 DNS. 87 Standard query @x58c8 A googleads.g.doublec

3 40.922394 114.114.114.114 192.168.4.23 DNS. 160 Standard query response @x58c8 A googleads.

3 5 0.924030 192.168.4.23 203.208.41.154 TcP 62 63531 » 80 [SYN] Seq=@ Win=8192 Len=0 MSS=1

3 6 9.998005 203.208.41.154 192.168.4.23 TcP 62 80 > 63531 [SYN, ACK] Seq=@ Acl Win=2920€¢

3 7 ©.998088 192.168.4.23 203.208.41.154 TcP 54 63531 » 80 [ACK] Seg=1 Ack=1 Win=65340 Len=

| 8 1.000227 192.168.4.23 203.208.41.154 HTTP 1622 GET /pagead/gen_204?id=wfocus&gaid=GgBfVq7f

3 9 1.0936656 192.168.4.23 114.114.114.114 DNS. 73 Standard query @x7250 A blog.csdn.net =

3 10 1.839552 114.114.114.114 192.168.4.23 DNS. 89 Standard query response @x7a50 A blog.csdn.

% 11 1.873897 l} 203.208.41.154 192.168.4.23 TCP 60 80 > 63531 [ACK] Seq=1 Ack=1453 Win=31944 L

i 12 1.076653 203.208.41.154 192.168.4.23 TcP 60 80 » 63531 [ACK] Seq=1 Ack=1569 Win=31944 L

3 13 1.149651 203.208.41.154 192.168.4.23 HTTP 522 HTTP/1.1 204 No Content =

3 14 1.346853 192.168.4.23 203.208.41.154 TcP 54 63531 > 80 [ACK] Seq=1569 Ack=469 Win=6487Z

3 15 1.885405 192.168.4.237 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.1 1

3 16 2.379970 192.168.4.23 183.60.19.39 01CQ 81 0ICQ Protocol —

3 17 2.405172 183.60.19.39 192.168.4.23 01CQ 89 0ICQ Protocol =

3 18 2.658070 192.168.4.23 101.200.96.31 TcP 62 63532 > 80 [SYN] Seq=@ Win=8192 Len=0 MSS:

3 19 2.666723 192.168.4.23 114.114.114.114 DNS. 71 Standard query @x4e26 A ad.csdn.net

3 20 2.667012 192.168.4.23 114.114.114.114 DNS. 79 Standard query 0x23a9 A api.share.baidu.com

i 21 2.667566 192.168.4.23 114.114.114.114 DNS. 81 Standard query @x1004 A bdimg.share.baidu.c | -
< i '

> Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits) on interface \Device\NPF_{9D@36A28-7719-4ACO-8B4E-SESH]
> Ethernet II, Src: Giga-Byt_3d:4d:la (50:e5:49:3d:4d:1a), Dst: IPvémcast_@c (33:33:00:00:00:0c)

> Internet Protocol Version 6, Src: fe0::18d3:c5d7:79bb:e9af, Dst: Ff2::

> User Datagram Protocol, Src Port: 55218, Dst Port: 1908
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Tine Source Destination Protocol Length Info
5 0.924030 192.168.4.23 203.208.41.154 TP 62 63531 > 8@ [SYN] Seq-0 Win-8192 Len-0 MsS=1
6 0.998005 203.208.41.154 192.168.4.23 T 6280 » 63531 [SYN, ACK] Seq=0 Ack=1 Win-2920¢
7 0.998088 192.168.4.23 203.208.41.154 T 54 63531 > 88 [ACK] Seq-1 Ack=1 Win-65340 Len-
8 1.000227 192.168.4.23 203.208.41.154 HTTP 1622 GET /pagead/gen_2042id=wfocus&gaid-GgBVq7f

11 1.073897 203.208.41.154 192.168.4.23 T 60 80 » 63531 [ACK] Seq-1 Ack-1453 Win-31944 L

12 1.076653 203.208.41.154 192.168.4.23 T 60 80 + 63531 [ACK] Seq=1 Ack-1569 Win-31944 L

13 1.149651 203.208.41.154 192.168.4.23 HTTP 522 HTTP/1.1 204 No Content

14 1.346853 192.168.4.23 203.208.41.154 T 54 63531 > 88 [ACK] Seq-1569 Ack=469 Win-64872

18 2.658070 192.168.4.23 101.200.96.31 T 62 63532 » 80 [SYN] Seq-0 Win-8192 Len-@ MSS-1

28 2.670723 192.168.4.23 123.56.16.114 T 62 63533 [SYN] Seq-8 Win-8192 Len-0 MsS=1

29 2.671461 192.168.4.23 123.56.16.114 T 62 63534 [SYN] Seq=0 Win-8192 Len-9 MsS:

33 2.672168 192.168.4.23 123.56.16.114 T 62 63535 [SYN] Seq-8 Win-8192 Len-0

34 2.673104 192.168.4.23 123.56.16.114 T 62 63536 [SYN] Seq-8 Win-8192 Len-0

35 2.673976 192.168.4.23 123.56.16.114 T 62 63537 [SYN] Seq-8 Win-8192 Len-0

37 2.674890 192.168.4.23 180.149.132.165 T 62 63538 [SYN] Seq-8 Win-8192 Len-0

38 2.675655 192.168.4.23 180.149.132.165 T 62 63539 [SYN] Seq-8 Win-8192 Len-0

39 2.676411 192.168.4.23 180.149.132.165 T 62 63540 [SYN] Seq-8 Win-8192 Len-0

41 2.677648 192.168.4.23 203.190.124.21 T 62 63541 [SYN] Seq-8 Win-8192 Len-0

42 2.678648 192.168.4.23 203.190.124.21 T 62 63542 [SYN] Seq-8 Win-8192 Len-0

43 2.679628 192.168.4.23 203.190.124.21 T 62 63543 [SYN] Seq-8 Win-8192 Len-0

44 2.680548 192.168.4.23 58.215.123.48 T 62 63544 [SYN] Seq-0 Win-8192 Len-8 MSS=1—

[ i ] ’
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> Frame 5: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF_{9D@36A28-7719-4ACO-8BAE-SESEECCY
» Ethernet IT, Src: Flextron 72:f5:ac (80:21:cc:72:f5:ac), Dst: Hangzhou_48:c5:d1 (80:f6:2e:48:c5:d1)
» Internet Protocol Version 4, Src: 192.168.4.23, Dst: 203.208.41.154
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3 Tine Souree Destination Protocsl Length Info
5 0.924030 192.168.4.23 203.208.41.154 TCP 62 63531 + 8@ [SYN] Seq=@ Win=8192 Len=0 MSS=1
6 9.998005 203.208.41.154 192.168.4.23 TCP 62 80 » 63531 [SYN, ACK] Seq=0 Ack=1 Win=2920€
7 ©.998088 192.168.4.23 203.208.41.154 TCP 54 63531 + 80 [ACK] Se Ack=1 Win=65348 Len=
8 1.000227 192.168.4.23 203.208.41.154 HTTP 1622 GET /pagead/gen_204?id=wfocusigaid=GgBfVq7+
11 1.073897 203.208.41.154 192.168.4.23 TCP 60 80 > 63531 [ACK] Seq=1 Ack=1453 Win=31944 L
12 1.076653 203.208.41.154 192.168.4.23 TCP 60 80 » 63531 [ACK] Seq=1 Ack=1569 Win=31944 L
13 1.149651 203.208.41.154 192.168.4.23 HTTP 522 HTTP/1.1 204 No Content
14 1.346853 192.168.4.23 203.208.41.154 TCP 54 63531 + 80 [ACK] Seq=1569 Ack=469 Win=64872
18 2.658070 192.168.4.23 101.200.96.31 TCP 62 63532 » 80 Win=8192 Len=@ MSS=1
28 2.670723 192.168.4.23 123.56.16.114 TCP 62 63533 » 80 Win=8192 Len=@ MS!
29 2.671461 192.168.4.23 123.56.16.114 TCP 62 63534 » 80 Win=8192 Len=@ MS!
33 2.672168 192.168.4.23 123.56.16.114 TCP 62 63535 » 80 Win=8192 Len=@ MS!
34 2.673104 192.168.4.23 123.56.16.114 TCP 62 63536 » 80 Win=8192 Len=@ MS!
35 2.673976 192.168.4.23 123.56.16.114 TCP 62 63537 » 80 Win=8192 Len=@ MS!
37 2.67489 192.168.4.23 180.149.132.165 TCP 62 63538 » 80 Len=@ MS:
38 2.675655 192.168.4.23 180.149.132.165 TCP 62 63539 » 80 Len=@ MS:
39 2.676411 192.168.4.23 180.149.132.165 TCP 62 63540 » 80 Wi Len=@ MS:
41 2.677648 192.168.4.23 203.190.124.21 TCP 62 63541 » 80 Wi Len=@ MS:
42 2.678648 192.168.4.23 203.190.124.21 TCP 62 63542 » 80 Wi Len=@ MS:
43 2.679628 192.168.4.23 203.190.124.21 TCP 62 63543 » 80 Wi Len=@ MS:
44 2.680548 192.168.4.23 58.215.123.48 TCP 62 63544 > 80 [SYN] Seq=@ Win=8192 Len=@ MS!

Frame 5: 62 bytes on wire (496 bits), 62 bytes captured (496

Ethernet TI, Src

Flextron_72:f5

Internet Protocol Version 4, Src

ES

ac (00:21:cc:72:f5:ac), Dst
192.168.4.23, Dst: 203.208

“tepl” is neither & £ield nor a protocel name.

Hangzhou_48:¢5:d1 (80:F6:2e:48:c5:d1)

.41.154
Transmission Control Protocol, Src Port: 63531, Dst Port: 80, Se

@, Len: @
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bits) on interface \Device\NPF_{9D036A28-7719-4AC0-8B4E-SESEECCY
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30.919558 192.168.4.23 114.114.114.114 DHS 87 Standard query @x58c8 A googleads.g.doublec ||
- 5 0.924030 192.168.4.23 203.208.41.154 T 62 63531 + 80 [SYN] Seq- Win-8192 Len-@ MSS-1

7/0.998088 192.168.4.23 203.208.41.154 TP 54 63531 > 80 [ACK] Seq=1 Ack=1 Win-65340 Len-

8 1.000227 192.168.4.23 203.208.41.154 HTTP 1622 GET /pagead/gen_20421id-wfocus&gaid-GgBFVq7f
! 9 1.036656 192.168.4.23 114.114.114.114 DHS 73 Standard query 0x7a50 A blog.csdn.net

T

14 1.346853

192.168.4.23

203.208.41.154

54 63531 > 88 [ACK] Seq-1569 Ack=469 Win-64872




[image: image8.png]wire.pcapng
XD REE WNEY MG BRO HHEO)
e unREB se==7sFEaaan

SO BEY EEW
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1 [ttel

Yo,
8
13
108
112
124
155
156
160
166
178

200
202
205
208
210
211
216
219
224

Tine Source
1.000227 192.168.4.23
1.149651 203.208.41.154
2.710243 192.168.4.23
2.714129 192.168.4.23
2.717646 192.168.4.23
2.769226 192.168.4.23
2.771695 115.239.211.92
2.773986 115.239.211.92
2.847245 180.149.131.35
2.942258 101.200.96.31

3.002445 192.168.4.23
3.003800 192.168.4.23
3.004601 192.168.4.23
3.005977 192.168.4.23
3.007753 192.168.4.23
3.008404 192.168.4.23
3.009611 58.216.17.121
3.010765 58.216.17.121
3.014015 192.168.4.23

Destinstion
203.208.41.154
192.168.4.23
115.239.211.92
115.239.211.92
101.200.96.31
180.149.131.35
192.168.4.23
192.168.4.23
192.168.4.23
192.168.4.23

58.216.17.121
58.216.17.121
58.216.17.121
58.216.17.121
58.216.17.121
58.216.17.121
192.168.4.23

192.168.4.23

180.96.17.205

Protocol Length Info
HTTP 1622 GET /pagead/gen_20421

HTTP 522 HTTP/1.1 204 No Content

HTTP 1614 GET /v.gif?pi

HTTP 1614 GET /v.gif?pi

HTTP 1380 GET /petershina/article/details/8237301 HTT
HTTP 1466 GET /a.js2ch-88]k-0668864786537a5&n-csdnb:
HTTP 343 HTTP/1.1 200 OK

HTTP 343 HTTP/1.1 200 OK

HTTP 365 HTTP/1.1 200 OK

HTTP 735 HTTP/1.1 200 OK _(text/html)

HTTP 1268 GET /css/category.css2v=1.0 HTTP/1.1

HTTP 1312 GET /images/arrow_triangle_up.jpg HTTP/1.1
HTTP 1250 GET /scripts/category.js HTTP/1.1

HTTP 1265 GET /css/blog_detail.css HTTP/1.1

HTTP 1249 GET /scripts/comment.js HTTP/1.1

HTTP 1253 GET /scripts/newblog.min.js HTTP/1.1

HTTP 562 HTTP/1.1 304 Not Modified

HTTP 541 HTTP/1.1 304 Not Modified

HTTP 433 GET /pubfooter/js/repoAddr2. js2v-0.1896889€

Frame 8: 1622 bytes on wire (12976 bits), 1622 bytes captured (12976 bits) on interface \Device\NPF_{9D836A28-7719-4AC0-8BAE-|

Ethernet TI, Src
Internet Protocol Version 4, Src

Flextron_72:f5:ac (80:21:cc:72:f5:ac), Dst: Hangzhou_48:c5:d1 (80:76:2e:48:c5:d1.
192.168.4.23, Dst: 203.208.41.154

Transmission Control Protocol, Src Port: 63531, Dst Port: 86, Seq: 1, Ack: 1, Len: 1568
Hypertext Transfer Protocol

@ 7 typertest Transfer Protocel: Protocol
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