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alert icmp any any -> any any (msg:"[ALERT] ICMP Ping Detected!"; sid:1000001; rev:1;)
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L—( sym@ kali)-[/usr/local/etc/snort]

$ sudo nano minimal.lua




image8.png
L—( sym® kali)-[/usr/local/etc/snort]
sudo snort -c /usr/local/etc/snort/minimal.lua -i eth@ -A alert_fast

0")~ Snort++ 3.12.1.0

Loading /usr/local/etc/snort/minimal.lua:
output
host_cache
host_tracker
hosts
alerts
LEL]
decode
network
packets
process
search_engine
active
Finished /usr/local/etc/snort/minimal.lua:

pcap DAQ configured to passive.
Commencing packet processing
Retry queue interval is: 200 ms
++ [@] ethe

~Cx* caught int signal

= stopping
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-- Snort 3 Minimal Contiguration (Compatible with v3.12.1.8)
local conf = {
-- WEHBOAH &, s ACE R
alerts = nil,
-- {lflpcaptistinty
dag = {
module =

mode =

1.

- KM itk

detection = {
enable_builtin_rules = false,
enable_ips = false

1.

-~ AEATAS SRS

file_id = nil,

wizard = nil,

ips = nil,
host_tracker = nil,
appid = nil,
rewrite = nil

return conf J
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I L—s( sym® kali)-[/usr/local/etc/snort]

sudo nano /usr/local/etc/snort/test.rules
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sym@kali: ~

B sym@kali: ~/test
Session INE HiE EZE EH

timing
runtime: 00:02:30
seconds: 150.819997
0")~ Snort exiting
L—(syl@lﬂli)f[-/test]
$ 1s -la /var/log/snort/
2it 8
drwxrwsrwx 2 snort adm 4096 58 98 15:54 J§

drwxr-xr-x 22 root root 4096 5K 18H 16:10 ..
L—(syl@ kali)-[~/test]
$ sudo tcpdump -i eth® icmp -w ping.pcap
tcpdump: listening on eth@, link-type EN1@MB (Ethernet), snapshot length 2621
44 bytes
“C4 packets captured
4 packets received by filter
@ packets dropped by kernel

L—(syl@ kali)-[~/test]
$ sudo snort -c /usr/local/etc/snort/minimal.lua -r /usr/local/etc/snort/te
st.rules -r ping.pcap -2 alert_fast

0")~ Snort+ 3.12.1.0

Loading /usr/local/etc/snort/minimal.lua:

L R R )

sym@kali: ~/8EE/src

B sym@kaliz
Session #NE fRiE ZTE FH
Summary Statistics
process
signals: 1
timing
runtime: 00:00:15
seconds: 15.800191
0")~ Snort exiting

L—(sy-@kali)f[-]

$ tail -f /var/log/snort/alert_fast.log

tail: EEMIEMKAITHF “/var/log/snort/alert_fast.log":
tail: RAMKRXHE

(sym® kali)-[~]
'—_$ ping 8.8.8.8 -c 3
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seg=3 ttl=128 time=302 ms

— 8.8.8.8 ping statistics —

BRABIXEXER

3 packets transmitted, 1 received, 66.6667% packet loss, time 2055ms

rtt min/avg/max/mdev = 302.205/302.205/302.205/0.000 ms

(sym® kali)-[~]
= |
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() sym@kal: ~/test
Session ZNfE Wi ZE EH

I 177 — 5. configure detection
178
=~ 179
: . references ~ default_references
171 classifications - default_classifications
182
183 ips =
184 {
185 — use this to enable decoder and inspector alerts
186 —enable_builtin_rules = true,
187
188 —— use include for rules files; be sure to set your path
189 — note that rules files can include other rules files
190 — (see also related path vars at the top of snort_defaults.lua)
191
192 variables - default_variables
193 include $RULE_PATH test.rulesf]
194 }
195
196 -- use these to configure additional rule actions
197 — react = { }
198 — reject = { }
199
200 — use this to enable payload injection utility
201 —- payload_injector = {
— BwA - 193,34 69%

i
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sym@kali: ~

Session ZNfF Wi ZE HE)

L—( sym® ka'li) [~

1s -1 /usr/local/etc/snort

1210
root

drwxr-xr-x
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2 rf 200
-rw-r—r— 1 root
drwxr-xr-x 2 1210
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4

1

[L(5ym® kali)-[~]

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

590 balanced.lua

4096 builtins

291 CMakelists.txt

616 connectivity.lua
4096 etc
38857 file_magic.lua
45258 file_magic.rules

410 inline.lua

1123 max_detect.lua
4096 rules

814 security.lua

5426 sensitive_data.rules
47313 : snort_defaults.lua
11685 54 12H 11:19 snort.lua

4096 58 7H 20:16 so_rules
791 58 9H 16:39 talos.lua

$ sudo vi /usr/local/etc/snort/snort_defaults.lua

[sudo] sym BI&E :

(sym® kali)-[~]
Py

an -l |
D>}
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B

sym@kali: ~

Session N (Wi ZE MWE

-- Set paths, ports, and nets:

— variables with "PATH' in the name are vars

— variables with 'PORT’ in the name are portvars

— variables with 'NET" in the name are ipvars

-- variables with 'SERVER' in the name are ipvars

- default paths

- Path to your rules files (this can be a relative path)
RULE_PATH = .. 1o

BUILTIN_RULE_PATH - . |

PLUGIN_RULE_PATH - = oo

B- If you are using reputation preprocessor set these
WHITE_LIST_PATH - . | = =
BLACK_LIST_PATH -

— 29,1
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B

sym@kali: ~

Session ZNfE Wi ZE HWE

— see snort_defaults.lua for default_x*
gtp_inspect - default_gtp

"~ /¢ port_scan - default_med_port_scan
79 smtp - default_smtp
80
o1 ftp_server - default_ftp_server
52 ftp_client - { }
o2 ftp_data - { }
ss i
85 — see file_magic.lua for file id rules
86 file_id = { file_rules =" file_magic.rules’ }
87
88 — the following require additional configuration to be fully effective:
89
1 90 appid =
91 {
92 --— appid requires this to use appids in rules
93 ——app_detector_dir = ‘directory to load appid detectors from"
94
95
96 —IIL
97 reputation =
98
t 99 — configure one or both of these, then uncomment reputation
100 —blacklist = ‘blacklist file name with ip lists®
101 ——whitelist = ‘whitelist file name with ip lists”
— @A - 84,1 24%
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=) sym@kali: ~

Session #NE (R ZE FEH

235 include $RULE_PATH/snort3-server-mail.rules
236 include $RULE_PATH/snort3-server-mssql.rules
237 include $RULE_PATH/snort3-server-mysql.rules
238 include $RULE_PATH/snort3-server-oracle.rules
239 include $RULE_PATH/snort3-server-other.rules
240 include $RULE_PATH/snort3=server-samba.rules
241 include $RULE_PATH/snort3-server-webapp.rules
242 include $RULE_PATH/snort3-sql.rules

243 include $RULE_PATH/snort3-x1l.rules

244

245 11,

246

247 variables - default_variables

248 }

249

250 rewrite - { }

251

252 — use these to configure additional rule actions
253 — react = { }

254 — reject = | A

255

256 — use this to enable payload injection utility

257 — payload_injector = {

258

259

- EA - 254,16 76%
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B sym@kali: ~
Session #NE (R ZE FEH

1+ references - default_references
164 classifications - default_classifications

165

166 ips =

167 {

168 -— use this to enable decoder and inspector alerts

169 Bnable_builtin_rules - = -,

170

171 — use include for rules files; be sure to set your path
172 -—— note that rules files can include other rules files
173 -—include = “snort3-community.rules’,

174

175 -— RULE_PATH is typically set in snort_defaults.lua
176 rules -

177

178 include $RULE_PATH/snort3-app-detect.rules

179 include $RULE_PATH/snort3-browser-chrome.rules

180 include $RULE_PATH/snort3-browser-firefox.rules
181 include $RULE_PATH/snort3-browser-ie.rules

182 include $RULE_PATH/snort3-browser-other.rules

183 include $RULE_PATH/snort3-browser-plugins.rules
184 include $RULE_PATH/snort3-browser-webkit.rules

185 include $RULE_PATH/snort3-content-replace.rulées
186 include $RULE_PATH/snort3-exploit-kit.rules

187 include $RULE_PATH/snort3-file-executable.rules
188 include $RULE_PATH/snort3-file-flash.rules

— WA - 169,5

N 3 YWY

-

53%
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168 -- use this to enable decoder and inspector alerts

169 enable_builtin_rules = = -,

170

171 — use include for rules files; be sure to set your path
172 -— note that rules files can include other rules files
173 —include = 'snort3—community.ru1es',l

174

175 -— RULE_PATH is typically set in snort_defaults.lua
176 rules -

177 include $BUILTIN_RULE_PATH/builtins.rules

178 include $RULE_PATH/snort3-app-detect.rules

179 include $RULE_PATH/snort3=browser-chrome.rules

180 include $RULE_PATH/snort3-browser-firefox.rules
181 include $RULE_PATH/snort3-browser-ie.rules

182 include $RULE_PATH/snort3-browser-other.rules

183 include $RULE_PATH/snort3-browser-plugins.rules
184 include $RULE_PATH/snort3-browser-webkit.rules

185 include $RULE_PATH/snort3-content-replace.rules
186 include $RULE_PATH/snort3-exploit-kit.rules

187 include $RULE_PATH/snort3-file-executable.rules
188 include $RULE_PATH/snort3-file-flash.rules

189 include $RULE_PATH/snort3-file-identify.rules

190 include $RULE_PATH/snort3-file-image.rules

191 include $RULE_PATH/snort3-file-java.rules

192 include $RULE_PATH/snort3-file-multimedia.rules
193 include $RULE_PATH/snort3-file-office.rules

— @A — 173,42

54%




