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实验（实训）报告
类型： 验证性  演示性  综合性 设计研究性  其他：       

课程名称：入侵检测与入侵防范              课程性质：专业核心课
项目名称：snort3检查器  指导教师：单逸梦
班级：信息安全与管理一班   学号：2310360130   学生姓名：钟伟绍
一、实验（实训）目的和任务（可修改）
1.****** 本次Snort3检查器实训，核心目的是掌握开源入侵检测系统的核心工作机制，理解检查器插件作为Snort3核心模块在深度包检测中的作用，学会针对特定网络流量特征定制检测规则，熟悉Snort3从环境部署、配置修改到规则调试的完整流程，建立对网络入侵检测技术的具象认知。
本次实训的主要任务包括：熟悉Snort3检查器插件的分类与功能，掌握规则编写的基本语法结构，完成日志输出路径、规则集路径等基础配置修改，创建自定义本地检测规则并完成配置验证，通过模拟流量测试验证检测规则的有效性，排查配置与规则编写过程中的常见问题，最终掌握Snort3检查器的基本使用方法。

二、实验（实训）内容及原理（可修改）
1.****** Snort3作为开源网络入侵检测系统，检查器是其核心模块，原理依托模块化流水线架构：原始数据包经DAQ模块捕获、分片重组与链路层解析后，交由各类检查器完成协议标准化处理与特征分析，识别协议类型、提取字段、分析流量特征，为后续威胁检测引擎提供规范数据支撑。
本次实训的核心内容包括：掌握检查器的插件类型与功能定位，完成端口扫描检查器的启用与灵敏度参数配置，调整HttpInspect应用层检查器的解析规则，编写对应检测规则，验证配置有效性后通过模拟端口扫描、异常HTTP请求测试检测效果，排查误报、调整参数优化检测效果，梳理不同检查器的工作逻辑，掌握核心配置方法。

三、实验（实训）步骤或程序流程（可修改）
1.****** 第一步环境准备，在Ubuntu系统上安装编译依赖，完成libdaq采集库和Snort3源码的编译安装，配置ldconfig更新链接库，验证Snort3基础运行环境可用。第二步基础配置，编辑snort.lua主配置文件，启用指定检查器，调整检查器参数，配置日志输出目录和规则集路径，执行配置校验命令确认配置格式无误。
第三步规则编写，根据实训要求编写对应检查规则，引入到规则配置文件中。第四步功能测试，开启网卡混杂模式，启动Snort3入侵检测模式，模拟对应攻击流量，等待检测生成告警。第五步结果验证，查看告警日志，核对检测结果，调试参数修正误报漏报问题，整理实训输出文档，完成整个实训流程。

四、实验（实训）数据及程序代码（可修改）
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五、实验（实训）数据分析及处理（可修改）
1.****** 本次实训的数据分析处理围绕Snort3输出的原始数据包统计和告警日志展开。首先提取DAQ模块统计信息，确认接收数据包总数为2025条，所有数据包都完成分析，无丢包情况，说明采集环节运行稳定。接着统计模块输出，端口扫描检查器共检测到匹配流量2017条，识别出9个可疑扫描源，UDP扫描触发3次规则命中，最终共生成119条告警记录。
处理阶段，首先通过时间戳对齐关联流量与告警，过滤重复告警，将TCP和UDP流量按协议分类统计，确认端口扫描为本次测试的核心威胁；接着核对规则匹配逻辑，调整检查器灵敏度，排除合法探测产生的误报，最终生成结构化威胁分析结果，完成数据整理与报告输出。

六、实验（实训）结论与感悟（或讨论）（可修改）
1.******
2.******
3.******
本次Snort3检查器实训让我对网络入侵检测的模块化设计有了清晰认知，验证了检查器作为核心预处理模块的作用：通过对协议字段、流量特征的预分析，才能实现后续精准的规则匹配，证明分层设计的架构逻辑既保证了功能扩展性，也提升了检测效率。
实训中我曾因检查器参数配置不当，出现大量误报，经过多次调试灵敏度参数才得到合理结果。这件事让我明白，网络安全工具的使用并非照搬配置，需要结合实际流量场景调整规则与参数，细节偏差就会直接影响检测效果。这次实践也让我切实体会到入侵检测技术在实战中的价值，为后续网络安全方向的学习积累了宝贵的实操经验。
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,31 kali® kali)-[~/snort_src/snort3-snort3-9533e17/build]
ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group def
ault glen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred lft forever
ineté ::1/128 scope host noprefixroute
valid_1ft forever preferred lft forever
{ 2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default glen 1000
Link/ether 00:0c:29:61:e4:7d brd ff:ff:ff:ff:ffiff
. inet 192.168.44.129/24 brd 192.168.44.255 scope global dynamic noprefixro
ute etho
valid_1ft 1665sec preferred 1ft 1665sec
inete fed0::20c:20ff:fe61:e47d/64 scope link noprefixroute
valid_1ft forever preferred lft forever

,31 kali® kali)-[~/snort_src/snort3-snort3-9533e17/build]
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bes the network
# and how to activate them. For more

Table on your system
, see interfaces(s).

source /etc/network/interfaces.d/x

# The loopback network interface
auto lo
iface lo inet loopback
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ali@lal:~/snort_src/snort3-snort3-9533ebulld o
Session EfF Wil E MEN

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(s)

source /etc/network/interfaces.d/x

# The loopback network interface
auto 1o

iface 1o inet loopback h
auto etho

iface etho inet dhcpll
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E( kali@® kali)-[~/snort_src/snort3-snort3-9533e17/build]
$ sudo systemctl restart NetworkManager

,js( kali@® kali)-[~/snort_src/snort3-snort3-9533e17/build]
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,31 kali® kali)-[~/snort_src/snort3-snort3-9533e17/build]

# W NetworkManager &
sudo systemctl status NetworkManager

*EEAERE
ip Llink show

# =8 IP My
ip addr show
© NetworkManager. service - Network Manager

man:NetworkManager(8)
: 81736 (NetworkManager)
& (limit: 2071)
: 5M)

sr/sbin/NetworkManag

:11 kali NetworkManager[81736]:
11 kali NetworkManager[81736]
:11 kali NetworkManager[81736]:
11 kali NetworkManager[81736]
i1 kali NetworkManager[81736]:

/system.slice/NetworkManager. service

r —no-daemol
<info> [1779681251.
<info> [1779681251.
<info> [1779681251.
<info> [1779681251.
<info> [1779681251.

Toaded (/usr/Lib/systemd/systen/NetworkManager.service; enabledl]
: active (running) since Mon 2026-05-25 11:54:11 CST; ks ago
2619649bf@cesd208acfbbcdabal50c2

8009] device]
8010] device]
8011] device]
8011] device]
8192] moden-|
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[ (kali® kali)-[~/snort_src/snort3-snort3-9533e17/build)
$#1. ERGEHAEEH (EHR etho % ens33)
ip link show

#2. FRBZMK (Snort MAME )
sudo ip link set eth promisc on

#3. MURRMREAR
ip link show etho | grep PROMISC
1: 1o: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN mode DEFA
ULT group default glen 1000

Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP m
ode DEFAULT group default glen 1000

Link/ether 00:0c:29:61:e4:7d brd ff:ff:ff:ff:ff:ff
2: etho: <BROADCAST,MULTICAST, "' ',UP,LOWER_UP> mtu 1500 qdisc fq_codel st
ate UP mode DEFAULT group default glen 1000

,3[ kali® kali)-[~/snort_src/snort3-snort3-9533e17/build]
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lali@kali: ~/#4H/src/SNORT3_kali/snort3-snort3-9533¢17/build

Session #fF RiE TE FEN
=% sudo snort —c /usr/local/etc/snort/snort.lua -1

07)~  Snort++ 3.12.2.0

Loading /usr/local/etc/snort/snort.lua:
active
alerts
dag
decode
host_cache
host_tracker
hosts.
network
packets
search_engine
binder
process
output
Finished /usr/local/etc/snort/snort.lua:

 pcap DAQ configured to passive.

snort successfully validated the configuration (with 0 warnings).
0")~ snort exiting

,31 lali® kali)-[~/./src/SNORT3 kali/snort3-snort3-9533e17/build]
1
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[ (ali© kali)-[~/./Src/SNORT3_kali/snort3-snort3-9533e17/build]
$# ES—PRRERMLRR

ping 8.8.

#REE
PING 8.8
64 bytes
64 bytes
64 bytes
64 bytes
e

8.8

Snort £ KRB, %W B KRS R

.8.8 (8.8.8.8) 56(84) bytes of data.

from 8.8.
from 8.8.
from 8.8.
from 8.8.

=2

— 8.8.8.8 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3016ms
rtt min/avg/max/mdev = 179.203/182.099/183.176/1.676 ms
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B lali@al: ~/nort_src/snor-snort3-9533Tuild o
Session IfF MR TE PEN

— Installing: /usr/local/share/doc/snort/snort_upgrade. text
— Installing: /usr/local/share/doc/snort/snort_devel.txt

— Installing: /usr/local/share/doc/snort/extending. txt

— Installing: /usr/local/share/doc/snort/style.txt

— Installing: /usr/local/share/doc/snort/versions.txt

— Installing: /usr/local/lib/pkgconfig/snort.pc

% Snortr ok-
Version 3.3.1.0

By Martin Roesch & The Snort Team

//snort .org/contact#tean

Copyright (C) 2014-2024 Cisco and/or its affiliates. ALl rights re

served.
Copyright (C) 1998-2013 Sourcefire, Inc., et al
Using DAQ version 3.0.15
Using Hyperscan version 5.4.2 2026-01-16
Using libpcap version 1.10.6 (64-bit time_t, with TPACKET V3)
Using LuaJIT version 2.1.1761786044
Using LZMA version 5.8.3
Using OpenSSL 3.6.2 7 Apr 2026
Using PCRE version 8.39 2016-06-14
Using ZLTB version 1.3.2

(kali® kali)-[~/snort_src/snort3-snort3-9533e17/build]
Csipa
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group def
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